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Summary of the Activity:

TAROT -- 16th International Summer School on Training And Research On Testing

Invited Talk

Speaker: Eda Marchetti — Isti CNR Pisa

Schedule: from 10 to 11.15 - 23rd of October 2020

Title Enhancing Authorization Systems with Data Protection Compliance

The General Data Protection Regulation (GDPR) defines the principle of Integrity and Confidentiality, and implicitly
calls for the adoption of Access Control Systems for regulating the access to personal data. For this an essential step
is to augment access control systems with concepts from the GDPR, and encode the most suitable provisions of the
GDPR as Access Control Policies (ACPs). This requires organizations to deploy and test adequate fine-grained access
control mechanisms. This talk explores the available proposals for the automatic enforcing and testing of the data
protection regulations and discusses their main challenges.

Objective of the Activity

TAROT (Training And Research On Testing) is a network created to foster the mobility of students, faculty members
and research scientists working in the field of testing of software and communication systems. This summer school
brings together lecturers, researchers, students and people from the industry across Europe for one week of

presentations, discussions and getting to know each other.

Meta Data of the Activity

Location Porto Portugal
Link https://web.fe.up.pt/~tarot2020/index.html
Duration 19-23 October 2020
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Level of Impact

Other information

Participants In the Activities and their Roles

Participant’s Name | Organization | Role in the Activity

Eda Marchetti CNR- ISTI Speaker

Said Daoudagh CNR- ISTI PhD participant
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Timing of the Activity :
Start Date:
End Date :

2020 2021 2022

Activi
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EXPLOTATION ACTIVITIES

BIECO's Identifying Logo

BIECO’s Bran book

BIECO’s Leaflet

BIECO Poster

BIECO’s Web Site

BIECO’s Email

BIECO in Twitter

BIECO in Facebook

BIECQ in LinkedIn

BIECO in YouTube

BIECO’s Promotion Video

BIECO’s Electronic Newsletter

BIECO’s Press Release

BIECO’S Dissemination Templates

BIECO’s Meeting of the Consortium

Other Exploitation Activities

DISSEMINATION ACTIVITIES

Scientific Papers

Articles in Research Journals

Academic Conferences

Events at National/International Level .

Public Workshops

Concertation activities with other EU-Funded project

Clustering Activities

Sharing results Activities

Other Dissemination Activities

Already Done

Other release pending

To be done
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Pictures from the Activity

Cvyber
Security
for Europe
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Said Daoudagh...

Enhancing Authorization Systems with Dat na———
Protection Compliance A

Eda Marchetti

Institute for Information Science and Technologies
"Alessandro Faedo” (ISTI)

Sina Entekhabi
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Eda Marchetti, senior researcher@CNR-ISTI-SEDC Lab
Background: Software Testing, in particular

— Privacy (GDPR) and security specification and enforcement
— Monitoring and testing of security and privacy mechanisms
— Model-based testing and monitoring

— SOA, component-based, cloud-based testing

— Business process modeling and testing
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Access Control
Development Life Cycle

IDENTIFY REQUIRED ATTRIBUTES

AUTHOR THE
AUTHORIZATION
POLICIES

DEFINE THE
USE CASE

DEPLOY THE
ARCHITECTURE
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Improved Architecure IECO

Smart Device

[ User agent n

Poliey .....ooooooooi.. Policyld = alicePolicy LO -5 In charge of evaluating each
root element 4= Y single data access request

rule-combining-algorithm:permit-overrides :|
|  Target ........... Sample Policy

|  Rule ............. Ruleld = readRule, Effect = Permit

and allowing or denying the

L o rommton ren |~ access according to the
Subject ...... Subject = Alice [ GPS/WI-FIBT |- | collected consent.

S o

Resource . Name

Resource . Smart device ID
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E GDPR-based

Access Control*
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Access control ILS Engine
System
DPR base
Policies

Discovery Server

Enhanced Indoor Localisation System )
1
LBS Service Commung?::‘:gs:nd I’ raction
CA
GDPR-Based

Personal
data
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Map Manager
CJ

DB contains only
user data

| User at any time,
can exercise right of
access

pursuant the Art.15.1
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Future work

« Improving telegram prototype

. Using GDPR-Based ILS for improving
user experience with Covid-19 safety
restrictions

Supermarket
& Q @

suEsRsRQan

= | cookies
LI10)

:
e | |

anQuus

Before visiting

During visiting After a visit

200 Peopleinthe last 244 inthelast 28H

up

0 ? TECHNICAL

WUuniNova 7 Fraunhofer C‘rl SRSy
T

RESILTECH HOLISUN QB TrTechAuto

““““““““““““

TrTech @



| want to thank all speakers

AnaCavalli AnnaRita

iﬂerai'ghajr Telecom & Fasolino

Management . :
haFaiva SudParis, France Universits Degli
Facultyof Studi Di Napoli

Engineering of the
University of Porto,
Portugal

Federico |1, Italy

£ Paolo
José Tx
. Arcaini
Creissac
National Institure of
Cam pos Informatics, Japan

Universidade do
Minho, Portugal
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Bernhard

Aichernig Marchettl

Graz University of CNR (the Italian
Technology. Austria Naticnal Research

Council), in Pisa, Italy

Pascoal
Faria Rob
Faculty of Hierons

Engineering of the
University of Porto,
Portugal

University of
Sheffield, UK
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Cemplutense

University of
Madrid. Spain
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Complutense
University of
Madrid, Spain




